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DETAILED ACTION 

Response to Amendments 

1 . This Action is in response to an amendment filed on August 24, 2010. Claims 33, 
42, 47, and 51 have been amended. Claims 33-59 are pending in this application. 

Response to Arguments 

2. Applicant's arguments, see Remarks, filed 8/24/2010, have been fully 
considered. Some arguments were found persuasive and some were not. The 
arguments that were not found persuasive will be addressed below. The arguments that 
were found persuasive have been further considered. However, upon further 
consideration, a new ground(s) of rejection is made in view of O'Neill et al. (US 
2003/0224758 A1 ). The applicants are arguing in substance the following: 

Arguments under 35 U.S.C. 103 (a) 
Arguments to Claim 1: 

a) The prior art reference- King does not disclose judging whether to cancel 
tunnel communication. 

Response to arguments of Claim 1: 

As to point a, the argument has been considered but is not persuasive. In Figure 
4, King clearly shows that a determination is made on whether to terminate a tunnel 
connection. If yes, the tunnel connection is terminated (Figure 4, Steps 318 and 320) 
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As to any claims not specifically discussed, the applicants argued that it was 
patentable for one of the reasons discussed above. Please see response to above 
arguments for unspecified discussions. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 33, 35-36, 38-42, 44-45, 47-51 , and 53-55 are rejected under 35 
U.S.C. 1 03(a) as being unpatentable over OToole, Jr. et al. (US 7,673,048 B1 ), 
hereinafter OToole, in view of O'Neill et al. (US 2003/0224758 A1). 

With respect to claim 42, OToole discloses: 

• a sustain data demand receiver for receiving a demand for sustain data 
transmitted from the data processing apparatus in order to sustain the 
tunnel communication between the data processing apparatus and the 
other data processing apparatus (Figure 1 and Col. 7, lines 51-58, first 
tunnel connection is established between client device and destination 
device through a gateway); 
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• a sustain data demand transmitter for transmitting the received demand 
for sustain data to a tunnel managing apparatus connected to the access 
apparatus through a communication line (Figure 4 and Col. 12, lines 16- 
36, tunnel manager 90 has the capability of IP routing between multiple 
tunnel connections); 

• a sustain data receiver for receiving a sustain data transmitted from the 
tunnel managing apparatus in response to the demand for sustain data 
(Col. 18, tunnel manager intercepts tunnel connection request from client 
device and sends it to second gateway to establish a tunnel connection); 

• and a sustain data transmitter for transmitting the sustain data to the data 
processing apparatus (Col. 8, lines 9-18, gateway device receives 
connection request from client device and transmits request to destination 
device to establish a tunnel connection). 

OToole does not explicitly disclose: 

• the sustain data received by the data processing apparatus indicates a 
connection time for the tunnel communication between the data 
processing apparatus and the other data processing apparatus exclusive 
of the access apparatus; 

However, O'Neill discloses the sustain data received by the data processing 
apparatus indicates a connection time for the tunnel communication between the data 
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processing apparatus and the other data processing apparatus exclusive of the access 
apparatus ([0043] and [0070], where node includes lifetime timer for the tunnel state 
and access nodes are not involved in tunneling connection); 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, to combine the teachings of OToole with the teachings of 
O'Neill to exclude the access node in the tunneling connection, because it will allow for 
reduced signaling distance associated with establishing tunnel connections for time 
efficiency purposes (O'Neill, [0068]). 

With respect to claim 51, OToole discloses: 
the access apparatus comprises: 

• a first demand receiver for receiving a demand for transmission of sustain 
data regarding sustaining of the tunnel communication performed by the 
data processing apparatus, from the data processing apparatus in order 
to sustain the tunnel communication between the data processing 
apparatus and the other data processing apparatus (Figure 1 and Col. 7, 
lines 51 -58, first tunnel connection is established between client device 
and destination device through a gateway); 

• a demand transmitter for transmitting the received demand for 
transmission concerned to the tunnel managing apparatus, in the case 
where the first demand receiver received the demand for transmission 
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(Figure 4 and Col. 12, lines 16-36, tunnel manager 90 has the capability 
of IP routing between multiple tunnel connections); 

• a sustain data receiver for receiving the sustain data transmitted from the 
tunnel managing apparatus in response to the demand for sustain data 
(Col. 18, tunnel manager intercepts tunnel connection request from client 
device and sends it to second gateway to establish a tunnel connection); 

• a first sustain data transmitter for transmitting the sustain data concerned 
to the data processing apparatus, in the case where the sustain data 
receiver received the sustain data (Col. 8, lines 9-18, gateway device 
receives connection request from client device and transmits request to 
destination device to establish a tunnel connection). 

the tunnel managing apparatus comprises: 

• a tunnel communication data controlling unit for controlling tunnel 
communication data regarding the tunnel communication (Col. 18, tunnel 
manager intercepts tunnel connection request from client device and 
sends it to second gateway to establish a tunnel connection); 

• a second demand receiver for receiving the demand for transmission 
transmitted from the access apparatus (Col. 18, tunnel manager intercepts 
tunnel connection request from client device and sends it to second 
gateway to establish a tunnel connection); 



Application/Control Number: 10/587,778 Page 7 

Art Unit: 2453 

• and a second sustain data transmitter for transmitting the sustain data to 
the access apparatus based on the tunnel communication data, in the 
case where the second demand receiver received the demand for 
transmission (Col. 18, tunnel manager sends connection request to 
second gateway to establish a tunnel connection); 

OToole does not explicitly disclose: 

• the sustain data received by the data processing apparatus indicates a 
connection time for the tunnel communication between the data 
processing apparatus and the other data processing apparatus exclusive 
of the access apparatus; 

However, O'Neill discloses the sustain data received by the data processing 
apparatus indicates a connection time for the tunnel communication between the data 
processing apparatus and the other data processing apparatus exclusive of the access 
apparatus ([0043] and [0070], where node includes lifetime timer for the tunnel state 
and access nodes are not involved in tunneling connection); 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, to combine the teachings of OToole with the teachings of 
O'Neill to exclude the access node in the tunneling connection, because it will allow for 
reduced signaling distance associated with establishing tunnel connections for time 
efficiency purposes (O'Neill, [0068]). 
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With respect to claim 33, the method of claim 33 is rejected for the same 
reasons as the apparatus of claim 42 above. Please see rejection above. 

With respect to claims 35-36, 44-45, and 53, OToole discloses a tunnel control 
data receiving step, in which the access apparatus receives tunnel control data 
transmitted from the data processing apparatus; a tunnel communication data 
modification judging step, in which the access apparatus judges whether to modify the 
tunnel communication data or not; and a tunnel control data transmitting step, in which 
the access apparatus transmits the tunnel control data to the tunnel managing 
apparatus, in the case where it judged that the tunnel communication data should be 
modified (Col. 8, lines 25-48, based on gateway proximity to device for reduction of 
traffic or use of bandwidth, a second gateway of closer proximity may be used based on 
the determination of the first gateway). 

With respect to claim 38 and 47, OToole discloses the access apparatus 
executes the sustain data demand receiving step at prescribed time intervals (Col. 15, 
lines 13-39). 

With respect to claim 39 and 48, OToole discloses an identifier registration 
step of registering identifier, in which the access apparatus identifies at least one of the 
addresses of tunnel communication, to be performed by the data processing apparatus 
and the data processing apparatus concerned, before executing the sustain data 
demand receiving step (Col. 9, lines 22-33). 
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With respect to claim 40, 49, and 54, OToole discloses the tunnel 
communication data modification judging step judges if the identifier for identifying the 
different data processing apparatus is registered in advance in the access apparatus or 
not and, in the case where such identifier is registered, executes the tunnel control data 
transmitting step (Col. 10, lines 6-27). 

With respect to claim 41 and 50, OToole discloses the tunnel communication 
data is controlled by the tunnel managing apparatus, and is used for controlling the 
tunnel communication (Figure 4 and Col. 12, lines 16-36, tunnel manager). 

With respect to claim 55, OToole discloses the tunnel control data is a data 
demanding modification of time when the data processing apparatus can perform the 
tunnel communication (Col. 8, lines 25-48, based on gateway proximity to device for 
reduction of traffic or use of bandwidth, a second gateway of closer proximity may be 
used based on the determination of the first gateway). 

5. Claims 34, 37, 43, 46, 52, and 56-59 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over OToole, Jr. et al. (US 7,673,048 B1), hereinafter OToole, in 
view of O'Neill et al. (US 2003/0224758 A1 ), and further in view of King (US 
2002/01 94292 A1). 

With respect to claim 34 and 43, OToole and O'Neill do not explicitly disclose 
the sustain data is used for the data processing apparatus to judge whether to cancel 
the tunnel communication or not. 
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However, King discloses the sustain data is used for the data processing 
apparatus to judge whether to cancel the tunnel communication or not (Figure 4-5 and 
([0030], if a time period allotted for tunnel). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, to combine the teachings of OToole and O'Neill with the 
teachings of King to determine when to cancel or terminate a tunnel connection, 
because it will allow for better security by provided only trusted and wanted 
communication to occur. 

With respect to claim 37, 46, and 52, OToole discloses the tunnel 
communication data indicates, a data regarding time of the tunnel communication (Col. 
15, lines 13-39), and a data regarding charging of the tunnel communication (Col. 18, 
lines 46-59) 

OToole and O'Neill do not explicitly teach at least one of a data regarding the 
tunnel communication allow/disallow flag. 

However, King discloses at least one of a data regarding the tunnel 
communication allow/disallow flag (Figure 4-5 and ([0030], if a time period allotted for 
tunnel). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, to combine the teachings of OToole and O'Neill with the 
teachings of King to determine when to allow or disallow a tunnel connection, because it 
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will allow for better security by provided only trusted and wanted communication to 
occur. 

With respect to claim 56-58, OToole discloses the tunnel communication data 
indicates, a data regarding time of the tunnel communication (Col. 15, lines 13-39), and 
a data regarding charging of the tunnel communication (Col. 18, lines 46-59) 

OToole and O'Neill do not explicitly teach at least one of a data regarding the 
tunnel communication allow/disallow flag. 

However, King discloses at least one of a data regarding the tunnel 
communication allow/disallow flag (Figure 4-5 and ([0030], if a time period allotted for 
tunnel). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, to combine the teachings of OToole and O'Neill with the 
teachings of King to determine when to allow or disallow a tunnel connection, because it 
will allow for better security by provided only trusted and wanted communication to 
occur. 

With respect to claim 59, OToole discloses charge information for indicating a 
cost to be charged for tunnel communication (Col. 18, lines 46-59). 

OToole and O'Neill do not explicitly disclose a tunnel communication 
allow/disallow flag for indicating whether the tunnel communication is allowed or not. 
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However, King discloses at least one of a data regarding the tunnel 
communication allow/disallow flag (Figure 4-5 and ([0030], if a time period allotted for 
tunnel). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made, to combine the teachings of OToole and O'Neill with the 
teachings of King to determine when to allow or disallow a tunnel connection, because it 
will allow for better security by provided only trusted and wanted communication to 
occur. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ESTHER BENOIT whose telephone number is 
(571)270-3807. The examiner can normally be reached on Monday through Friday 
between 7:30 a.m and 5 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Krista M. Zele can be reached on 571-272-7288. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

E.B. /Philip C Lee/ 
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